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(57) Abstract: 

PROBLEM TO BE SOLVED: To detect dishonesty such 
as the forgery/alteration of a card in a money payment 
process or the alteration of sales data in a store, and 
to ensure security by checking dishonesty from sales 
data and the data of an electronic money issuing device 
or the like, totaling a payment sum to the store, and 
transmitting it to the computer of a bank for a payment 
processing. 

SOLUTION: An electronic money issuing server 22 
stores/manages data such as security information KW 
such as the password of a card owner A sales collection 
data accepting server 25 receives and stores money data 
MD paid to a pre-paid card 5 by an electronic money 
paying machine 23 and sales data SD stored in an 
electronic money POS terminal. A total settling terminal 
26 checks the alternation of data based on the security 
information KW, sales data SD, and money data MD, 
totals a payment sum to the store, and transmits 
transfer data BD to a bank host computer 3 for a payment 
processing. 




COPYRIGHT: (Q1998.JPO 



(19) B^H^ffrt (JP) 



02) & m & I* ^ « (A) 



(ll)ftfftHH&W## 

^^10-255121 

(43)&IBB ¥dcl0*f(1998)9£25B 



(51) IntCl. 0 

G 0 7 F 7/12 

G 0 6 F 17/60 

G 0 6 K 17/00 



F I 

G 0 7 F 7/08 

G 0 6 K 17/00 

G 0 6 F 15/21 



C 
L 

3 4 OA 



iefffflt* *ftsR w&m<D»3 ol (^12 h) 





#S?9 -55239 


(71) USA 


000001432 










(22)ttiKB 


3PJSR9^(1997) 3E10B 




^*®JSB*T#SF 1T13S1# 






(72)589J# 
























(74)ftSA 


sin 



(54) [§89I©£*M «^T*— ->X^A 



(57) [£*)] 

121, 2 3 ^s&<DmA<om^mmi c#— K^<t 

$ ^SSrfr 5 fccoS^r*— P o s ass* 2 4 

*- 2 2 1 , Hne*^ posc 

^#©2 5 Strf2lHlJ|R7*-^S#*-^^© 

coir-* fciftE*^-*— Rff**©^ ^ fc*»fe^3E 

ffifr co = ^ if a — * 3 izmm v ^38 Srff 5 

^="^^3.-;? 2 6 i£ff§;t5 0 
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1 

Si:, fflriaS^^-POSSg^fsIlIIISraiCTtf^ 10 

ttne#- K»fT-9— * tumm*^*—* 

If co3t&v Lxfmo => v tr » — * fcSSflr u 

ISUJLSIr'tS I — Ky-K?^ £>&<it> 20 

m I C#— KfrllHJLfclifclt, K(*9gPtc|Hte$ 
tVTV>SHfliE#-§-t S51SBfliE#-§ - A^3#SJ: f Ayjc^tl- 
fcflJffi^'CDBlfiiES-^- t as-g: LfeS^-mttriE:/ y ^-f k 

■Wb ^iUfcf-^itt }c«iiBiHi«^st-iBti u 0M 

[f»5ft«3] $iJ/B#(;iJ:9A;ft£;h,fcI C^*-#- 
KWBStE#-^(c <t 9 K3f»#Offl AlSfiESrfi 1 5 IS 1 40 

ft-tzmKom^k^&t. 0«sa^#{cii3A^^^ 
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t ; MIEtt;^*- p o S«S**>P><ottilE— *Ko«f-§->fk; 
t*— * Sr?-«)^®$tufc^ 1 RT*m 2 <D«PBfc*-&ffl^ 
X%ti?iftM-%L : xmy 1 >-*<0-mzm$.-i- •5t*tc, 

-A&^*> C> <Z> A^®x - 9 ST/MtB^-i- $ ft 

A&£ h OX'hmm&it®. LT Affl&tfXBEHitt 

[000 1] 

Hi-a. 

[0 0 0 2 J 

[0 0 0 3] I C*— KftffiV^fc^y^ K*— K • is 
xrAitm ^Jx.«#P8 s F4-3 1 3 1 9 

v fijffi* (ic*-p) , xt^jsii (ik9i 

t4 I Kt*|ftLr «>*«tfniSr«ffl UT«f*ffc 

s 0 ttr. ftin*»e>H:5i!-h'&j|tfc3iitta-r**fcWia© 

^-e«> ftfl«l**»6>-iaHW«Kia6fe*fr<«»«rK 
[0 0 0 4] — IMTi:H:»*S«IHR:i8V^ IC 
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K^^y ^ K#- Kt bT^cDft&cDffi»3g&§r 
f?5 •fcSfcib*:^;*^* LTtt, #Jx.tf#^¥5- 3 
2 4 9 9 8#4i«JC|E*fc(Dt><Z>dSp(f ktbSo 

Kit, !B*fcB*b*:IC*— KirO^DkOfetTS^ 
T I KSrSttlK ^»*fi*PM0^<bOffii?Hff 

bfclS*tefa*>£:t\> 

[0 0 0 51 **:, I C#— K&P'y^ K#— Ki: b 

- 2 6 6 0 9 5#4^a»c|B*©t><DdS*Jf 6>ixa o 

— * LT BtHE#-^§r A* b T O K -C*>;h,tf S ft<D 

«fTPjffid*e>«a^tt^«>«»^«"efcs^y^>f 

K*»«**K««bTBff|iE#*SrA*t*:*^«lffl 
A«^Sr«*br*— K<D^y^-< KAtt«rS»1-* 0 

«k«ai*«r««*fflA-*-5«ii-b'rv^6 0 

[0 0 0 6] 

icov \tm b v ^ia«*s * < . mm t ^ - 9 <D^mm 

tt, tt^V^^AKSSV^TtJtttW-fe^ayT 1 ^^* 

3RbraWli-5»^lcH: % i*H§^##tt£;h/C-»0>-fe 
^^y^w dSWE^Tt, *O^FESr«fflbT8igiSr*Jh 
3*5^**5"?* 5 J: 5** -t 9 Kibitz x 
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[0 0 0 7] ^Mtt±Jfi©J:5*»«^bJ***tfc:t> 
^^)f- ^oafe?A/*4f<Z>^IESr|ftUJb. ir^rn.y^^ 

i t (>^fo ■So 

[0 0 0 8] 

10 T'y^W K#— Kt LtMLfcS^-v'^TAt 
BM-*t> ©-*?*>!>» *»W©J:BBttH:, a&erl<l± 

J»A#«s«ffli-*BE©l«liE**«ra#tt*i:* 
K*tr©#-§-fc#b-CllMa I CH— KfcWtS-STSMT 
t5t^*-?§fi ; gfit > Bifi©*0|y£5eL< 14-9— 
tr^©«ft»fffii«K«-e>*t, «i&©J*A©IRfc:tfne I c 
KtCiS^fAV^SISr^T 5 tcib(Dm-7-^^~ P O S 
il(nE«^**HfiMT*1t©^-**«1iLtf« 

■r**— KfMf*— awa*^-*— POS« 

Sftf-/<?ai:, ttnREHlJtf*— ^Stt*- '<*«©E 
[0 0 0 9] sfeVMi, f"Jffl# I C^7— KSrgttttTrtgB 

30 < t hmM&.m*Kt>-rz> tutxDm ±&a*jj¥9k t > 

WlSfiJffl* I Cjt;— KfcffcHJLfclRlcH:, »*— Kl*3» 

40 TS81HRt^ $ ttfcT*— ^ i: (cS(IISIEl«#iatclEti 

s-te^-r sffl^sc t wf-*--*— p o s 

[0 0 10] ^VM*, fiJffl#fc±»3A^*^fc I C-^^ 
— *— K©B&H##-t-i 9 K0f«F#©<BAK5ESr^T 
50 5JKl©»IE*«i:, *WEI C-v*— *— KfclB«k**v 



5 

Ettf 5 SS? 2 <omm.^Wt k % Strie/£«OT>&- KKWftS 

ttfcBt -g-itT'u if 7 axvs 2 oBf-f-^— iz x v stnafu 

k . StrlESfS l .RtflS 2 ©Bfrf-fls^lMc i <o Zti^tvm^ 

m^k ; salami*— posffi^e>cot(ri5— M<om 

Wf—9 tTJMMISftfcJI 1 .fctfJfl 2 ©«?&=¥-£■ 
v>T -?r^4x«# Lt Mr- * ©— S:§r5ilg:-r 5 £ * 

(c. stria i ji—yo&mfyffimrf— 

-5 - A^d> ©A&^SIr- 9 .K.tfSfJiaffl-Sf- 

a tt fcflHW -5 ^jE&tti^© Sr*-r 5 3S a V tr » - 9 
k : *to*.&Z.ktzX.<3Xm&iStH>. 
[0 0 1 1 J 

#S<t 5J-bfct,<D-efc^ 0 *»£H©3llLh5 f — *fr* 
>9~ W-CJWIIb-C*jWD«*i? SrfT 5 ^^A**UB 

«nws«-?©5!!Jbf*— ^efe^A/^iHt 

s^tti Ltffiiu jrjjb*© i c#- Ktciati 
§rBt-§-fk-rsi tiao^ /sflfl-c©^^— *©& 
H©iH]ifc&3l©7*— *c*frL-cj£*sss©j£fit*ffl© i c 

fclelJKr-^^^-rSo rfr£>©lf-JHIsM\ 

- KgfJfctfcJ: 13 A^$tuSBfiE#-^?r_hf2©»t#=Sr- 

5Al:J:-3tff4:t)W. tut, Bf^k^ti-fctimxx 

&wmmm<g<»mmmm&mvx < gm£tt<DV—/< ok 
[00123 wa^tttra^^©^^^ 

^ K#-K*fUJB#fcJIR*U ff»S©»JM»i£#* 
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■5flJffl#© I D = — H i «3 , ±1B©*I1>— '<fc3E»£*t 

tSri»*x-^t LTiBlS-rs., £©«PjSt?3£tfcV^— 

[0 0 13] JEfc, I D-Srft-$-L-CflJffl## 

— K©At±J^©o^^|B®b, ^©n;/^— ^(cS<3vn 
10 tyy^ K#- K©IR5K^« ( I C#— Kl£A&£*t 

m mmm<»mm-&m <ojvm&*<?-=.v9-rz>z.k 

fc«*»if 5*^©^Wf^=s'^§r : fT5o il 
«50-M«^©ilS^ SrSSW U , Wa^tt©*W-^^iS* 

si (ait>js©Bi*^» ^©ifitTPtf^Dai^atic 

20 *f K*— K) V^^AO^EttfflSrBSCi 5t-bTV> 
[0 0 14] KT, HKJc36<5v^T^H<o»ai3fcSaill 

^hT, <fcfce*©»»01 (la, lb, ■**) 

(«^*— K) 5*»ffU JWBl^fe© 

rsoMffl^j ^^5) co-* (#4, ummm) ^e*> 

T/W^y Xi^t Lttt, DES (data encry 
ption standard) i7;W^yXA^V^ 
40 TV^ 0 

[0 0 15] *a*th2*iiiit-rs«^-*— 

ht. ««#*Ff«rt-s^y K*- K ( I 

— K:»T, ric*— KJ 5 2£t«£*ifllIC 

*— Kesra^f-T**— K»fr«2 i -fe^^y^>r 

ffi^ (*— K0f»#O/^l7— K-^I C*— K5, 6<D 

5&tT^— /< 2 2 IC*-K5 ^OA^ (m^ 

I C^-KStcJz^^feV^tgSr^-r^S^^- 
SO POS«8t24^ ttf^A&«2 3fci*)IC# 



7 

- KS^A&^tbfcA^— ?MDRtftf^-PO 
SK2 4 $ ftfcJBJtT 5 - ^ S D fcgfflT L-ClBttt 

SKW, SEJit*— * S DXU j A4t"-^MD{uS^^"C 

TffifTtf^^f ^ — * 3 K^&x — * BD§ri£{f U 3c 

[0 0 16] (la, lb, •••) 

jftS*^*— POS«*2 4Hu ^*«BIilil»7aft' 

^ ttfl^tt 2 «c|S:g $ jx 3 JRiEUKT* — * 

-A^i2 3 (*-K»fT«2 1, ST* 

^^-^tr-^-^2 2, m±mm j r~9S:tt'9—'<2 5 
Xl^tttfe*«fefe 2 6 ) ttVAiR 7b^ LtttEfcft 

x?m<Dmmmfc&m^xy*-9 r * t>-es a 0 

351c, *ttft»**2 6tt, *ffliB^L<H:A*liIilftSr 
ffll^fc*;y h!7 — 9 7 c £r^bT^fT** h^^tTa — 
*3fcStt£*VCV*5o #»»lSlfl©8IE#OP 

[0017] El 2 lit^T^-A^i 2 3 (DHMbO—m 
Sr*bT*5!!K B3fr*<0*14RBS:*bTV^* o H 2 tc 

AftXtWS 9 £I<£>5££P#L3 Sri" * ~ 
^b 2 3 2 t. I C*— K^v*— ^<D»3i*Xt5«^ 

*^<E>#&;i£fT 9 7c#>cD I 
>T * 2 3 3 k , ^ ^ V*-*^A&«©*f£&ff 5 

*-mm^<owm&i?^—T/^^'tz>tcib<D7 , y ^9 

2 3 5 tr^*^tt»lRbfc/S^*l 
«2 3 6 ^, flpadtt2«Ojl5±IilJR9 f — ^ 

2 st*>-7^^mifc-fz>tc#><Dmmmw2 3 7^ # 

«»SrWWi-*^y3^6>J**1WflP»2 3 1 h*m%. 
TV*5 D Sfc. 1?T^-A4i2 3 («f 1SSS1 
4 0 frJUi IT *5 9 , 4HHWtt«1»««8»SC 4 0^ 
bT«RlcSB»Stb"CV^4 0 

[0018] -t bt\ m 3 (C^-T J; 5 (-x «^*— A 

2 3 <Dm#<D±mziz* 9 y^<^^<ottmu 2 

3 4 a3»afcfm*%ltbT3f*<OflWASrj*bria!*te> 
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jxT*5 9, **SB2 3 4 a t mmicW j£tf>«*4« 

ftJ*bT»J«Si^TV^6lt^B**1Bo^*/^fctt, HIS 
i2 3 6, lR[A^2 3 2 a, IC*-K Wf-v* 
— # — K) — KJf AP 2 3 3 aXtf^t-t/mi* 
P 2 3 5 a *SRJte>ttTV^5 0 ^WtOtfv^-AA 
«2 3tt, ±*«ffifcb-C, IC^-K5^S^ 
VM!iJ:5AA«tB, «^9l#3E&VMcJ:*AA«iB, 

±miR^-^s#^-^2 5) -^-r^^f^tg, 21 

fcAA"C#*RR««Sri:^V^tt (»£3t#V\ ij&i^c 
§l#£»v*) »cKjebT*5 0, RA««JL©4fc»ttA 
At?*ftv^i5l!:Ltv^ 0 # — 

#0 I C^7— KSfcA^StbfcA^— ^MDtt, PJi 

IB*fc5MMbT*±iaJKf f -*S#^-^2 5^3^S 
ix5J:5fc*o-a^S 0 fc*3, lf^-AA«2 3fll 
•ettE«*Tfc. A^f^^^Tbfc^-CW3®^ ; a:2 
20 M\cmmVXft±\B\i&y*-9%:tty--/<2 5fcB«i-S 

2 5«d»fe<0»^A^-^MDSrlRAi-S <t 5^b 
Tfc&l\> 

[0 0 19] H4ttft^*— POS*S*2 4(0*J*0 
— W«r*bT*5*K HStt-t^^MBiaSrSbTV^So 0 
4^*5V^T. POS«B*2 4tt, IC*-K 

<D^-9<Dm7k^&T$m^*-^—9m<omWk^m* 

ft?tc#><DI CX—VV-y^'t 9 2 42 k, mt%— 
V J $>9 K^cD^r-y '>->^x ux%— Y<D"r— 

30 ^©R*»*Srfir5fc«><z>«as^— Ky— ^9>f 9 2 4 

-K244t, K9f»#3»«FBE#*©AASrfT 5 fc 
isb(D^— yu*9«<7r OtiifiS;) c»»tSEA^ffl^-^ 

s/ k (jta«^>-*— ) 24 5^ ttgiiwwwt^iH 

/y^f Sr^t § t^o^Tgi 2 4 6 fc, S 

y^24 7i:, m±7*-9 (WUHbbfcX^v^— ^, 
at/iaiR^— ^) =SrlS®"t-^/c^(Dr r ^^^^2 4 8 
fc, «a#tt2flOO*±iaJfc^— ^S#*—^2 5 1;^- 
40 V9-f ^S8»i"Sfc«><Dil«««2 4 9 #mssr$« 
«t5/^3 v^e>*5*J»SB 241i S:^ix■rv^^ 0 

[00203 ^tt, e 5 x o \c s m^^—p 

&titl,Xj»gtZtl,X#*>, »2 4 6 a, Slf^gi5 2 4 
4a, ^fr^— }?m<0*c^yi/~UX$— K©»8t6B2 
4 3 aKlKRBtHK^OS4K«|S 2 4 8 a *KWfo*tT*5 

K) <0*— KjfAP 2 4 2 a^ttk^Tl^ 

5 0 *br. mw<o±u^K\t^^—t/^mtn=i 2 4 

50 7 a^KW-feiL. 3EK-t©«*KittlltBEA/?ffl*— 
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K2 4 5^#^nTV^2) 0 

[00 2 1] *it?©if^-POS«*2 4lt #j 

1 1 t>ic»gr*-**f>HMB> i c*- k»ie^ y rui 

**rflHHbU £&v^— ^fctlnJILh?'-* (f»jfc 
7*— t LT < ffa#tt2'[g!l<D=i>'f 3 .— * (*^Jt?W: 

5B±@jDi9 f -^a#*-^2 5) ^;aHrir-53Hi$sig£ 

**.tv*<5. ^©ffic:. «»£««©?-- tr*flm (#131 

£HMB, 3B -h *©^ * — Tvi'fflHiaMB *ff *. T *s 9 , 
JEfc» /5^K*-K, «fr#— K OBffPOS) , 

[0 0 2 2] mTF^— POSSS*2 4©v^ — TvMi 
y -s-r K#- F«aj©ifUfflfl* • &0I, JR*8*. 58Ji 

*©3Sflr*tBtt, i c#— H6*fflv\fci§ 
A' ^) ©legist LTfi, #fln?tttti la 

4t£i±* E*K#©tt'£>XU'lc.l: 9 jStMMc&S it* 

-posJS*2 4«>f) i b imxteffi7£<omm&Kftt> 

[0 0 2 3] ±m<OX 5*«J*fcj8V^-C, *i\ «^ 
^-A^2 3©li^Sr@6S.U ! 0 7<D7ia— ^-^r — 
ht^oTBiM-***. Sf^-A482 3lt 

# 6/g«i©^rtWBSr**a5 2 3 4 a LT*5 9 

(^f^Sl) „ fSWDtmMPVO* 

SU«M**W5**ufci:*B:H: (^7S'7'S2) , <BS'J0 
^©^rtSffl OBrtHH ^LT, <@SO0 

ystt£«©«Bfca»y-fir,M-S. r©S 

mv^vmrnit. mmm^M-tzv-- tr*©-sst l 

#M:fHB« 2 3 6 9 £0(j£ffi©J£A t WfT^fBt 

Ury/S 3) o 
[0 0 2 4] A&©*~~— #3SW£*l,fc.4§£-fc: 

« (^y7"S4) , *Offl#fc*tU-C I C# — K©#A 
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fctei-tf-fy^-Sr^U I C*-K©»A#*>ti- 
5 Ufy/SS). -€r L"C X I C#- KtfS*?A£;h,3 

i c*— Ky— ^7^9 2 3 3tcj: of- 9&wim 

L, ^V^^A-c^^tu^Jffl^^-Kd^Ji^ID 
^ *»::J:0*»LfcfL BfES-f-OA^&flE-rtf-f^ 
V^Sr^*SS2 3 4 a (c^^-f -5 y/S6) c Hf 

!i#-§-^A^$tuS t , *JWSP 2 3 1 -Cf*. ICA-K 
©7*— ^fc-g-*^.5BtiiE#-f-t A*l £*i1tmw&f§rk £ 
fig^-b-CteAwTOSrfrV^ (^ry/S?) , WSE#Si 
10 ^fc©-efetvtf, g| 1 0 f^i" «k 5 gftot^v^ 

Sr**-T5 (^^j'T'S 8) . 

[0 0 2 5] *^J"Ctt, A^*ffit Lt« |&^fcJ:5A 
^t^^l#fcJ:SA^ 5 fc?), 3fUffl#ttVN-r*i,*»«r 

-^•©teaSrKW-f**. -hlB^T 1 ?7"S8 mSSVTA^ 
&t LTS^^iSA^StRSn. (^r?7"S9) , 

(*«T?««HI!F) ««lJlAS*bfc©-e*>*ttf, SA^ 
ffifrtHRUr«9U I C*- KKAA-f-S&H&AA 
20 i"SB'©*^Sr-t-'5 UfyT'SlO) „ A^S^i 
*5A*$ttfc©-^*>tt«. »*«etrt*»5*»«r«BUfc 
m Uf?7*Sl 1) » &m<Offl&* trls—i? (A^ 

in, A&&<Dm^*—mm, a^©a^ps*is) *• 

**LT*Uffl#l-«38-t-S (^^s/^S 12) <, 
7"S 1 2fc::fcV^T&*BL©^as$frfc©T?*>*Ui. * 
— KSrig*PUTSiif^*-il*-Tb (^?7'S13) , fillS 
OK©tt*^$^fc©-T?$>^«, tfv^- I DSrJIi 
-T5o I D(i. 

»»*.5*te#-%.sn*»ff©#-8-c*>9» m 
»tf«fe©jiBK»**©«#*»e>«i^**us. 

L, AA«2 3^J:oTJie©4M»«fe3e*f 

LtA&fttl^^^- I DS-S#i"5 (^^j'T'S 1 
4) „ 

[0026] ^LT, I C#— K©A^y Trttc, fsf 
lall©A&a»Sr*-*-[H]», tf^-ID, A^^«& 

40 c*— K©Rgs^iis^y rrt©a;is (1^©^*^ 
©9i*b»i»n, i m <»m.&w%mm&) Rvmmm*- 

fttfWAiyr^WD, **LJp*Mi«ia©Bigi«rB» 

{*7-y7S 15). tLT, m^^— ©A^o 
— 9 mX.t£* A^©B#, flJffl#ID, 
IDfttfA4&tt) MD*tWU tt3*©aSflWilBBli 

►3 58_hnntK7 ? — ^s#-y— ^2 5tanii-5o ---e 

50 tt, *.&ftkm&{z.i&g-tZ>m&&Wi: bTV^S 0 r©A 
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<£u ^T-^MDIi^lElRT-^Sftf"^^ 2 5 (DIB 

SI 6) , ^^fcAA^**JfcttLT«5«W>* 

iBiJbfcflL A&SixfcSASr^'MMfr*-* U^tx 
^Sl7) o ^Lt, AAMJWKO^-r— *-/wSraAi-* 
£#\z: (7f^S18) , KSrSdlb-CiSaib 
(^x^^S 19). AA«;aSrj|»Ti"*o 
[0 0 2 71 jftl^C, |&^9l#{-<J:5A^to3S(COVN 

xnwTZo a*ici9AAteai:isi— «>»ajc 

TA^Sfe^ LT##^3ISfcJ;5A&#^3ix*:<D 
-efctttf, K@Ff«p#^J:0«3eSix*:A^«SrA 

1) , l^^ID«rl#L Uf^/S2 2)\ I 
C*— KSr3E«fi-S Uf 5 '^S2 3) 0 ^tt, m^- 
— CDA4fet3 ^r^-^MD ^fftsfc b"C^E_L [11 i&ir — 9 
gttiT— '<2 5fcK«L Uf^/S2 4) . ^yT' 
S 1 8^^bTAAW*B«>^^--^SrW*i-Si:# 
^ KSriKSPb Uf^S19) , A&teaSr*! 

[0 0 2 81 t : F^POS«*2 4<D»jf^J 

POS«*2 4B, »»*t«K:isWS«j»||ifffii tt> 

^&v^a{-o^T{mK£«mU IC#— K5MJ: 

KOlf Atffi-rXf >f bT 
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